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ABSTRACT 

The Brazilian Association of Energy Distribution Utilities 

estimates that non-technical losses represent more than 

5.5% of the total energy distributed, most coming from 

fraud and theft. To try to mitigate those losses, the 

distribution utilities send field crews for the inspection of 

possible fraudster clients. However, the procedure is 

expensive and gives no financial return to the utility if it is 

not focused on areas with high fraud probability. On those 

locations, there is a correlation between losses and socio-

economic indices. Thus, this work proposes a model able 

to select clients with high fraud probability, which should 

be visited by the field crews. The smart grid structure, 

energy consumption data, clients’ registration data and 

socio-economic indices from the 2010 Brazilian Census 

are used by the model. 

INTRODUCTION 

The study presented on this paper is part of a Research and 

Development (R&D) Project of ANEEL (Brazilian 

Electricity Regulatory Agency), developed jointly by 

Energy Company of South Sergipe (SULGIPE) and 

Daimon Engineering & Systems. 

The combat against electricity fraud and theft is a great 

challenge for the distribution utilities in Brazil and other 

developing countries. The Brazilian Association of Energy 

Distribution Utilities (ABRADEE) estimates that non-

technical losses represent more than 5.5% of the total 

energy distributed [1]. To mitigate these losses, the 

distribution utilities send field crews for the inspection of 

consumers trying to eliminate frauds, deviations on 

upstream energy meters or other methods used by the 

consumers to avoid paying for the consumed energy. 

Dispatching field crews can be expensive and impacts on 

the electricity tariff, according to the Brazilian regulatory 

rules [2]. Thus, the inspection teams must be used 

efficiently. This efficiency can be achieved by a system 

able to indicate which clients has high probability of being 

a fraudster, so that such should be inspected. Thus, the 

inspections would generate a financial return to the utility 

with the end of the fraud and a possible repayment [3]. 

Currently, SULGIPE does not have a smart grid 

infrastructure. Thus, the R&D project considers the 

installation of smart energy meters along the grid allowing 

data to be monitored and acquired remotely, a first step for 

turning it into a smart grid. Comparing the data acquired 

by the smart energy meters to the energy charged from the 

clients, it is possible to identify potential fraudster areas. 

Within those areas, a classification model can be 

implemented to identify which consumers should be 

investigated, using as parameters the energy consumption 

data, the clients’ registration data and socio-economic 

indices. 

Reference [4] mentions on paragraph 49 a study that says 

the level of losses is associated to a high level of violence, 

percentage of people living in subnormal domiciles – the 

definition of subnormal domicile can be found in [5] – and 

urbanization rate; justifying the using of these data in the 

classification model. 

The socioeconomic information should be regionalized by 

area, for example, by neighbourhood, to be effective. The 

proposed model uses these data divided in censual sectors 

(as it is made available by the 2010 Brazilian Census), 

which will be defined in the following section. 

There are many works that study models for the detection 

of fraudster consumers. In [6], energy consumption data 

and a classification method called Optimum-Path Forest 

are used. In [7], non-payment indices and daily load curves 

obtained from monthly consumption data are used to train 

a Support Vector Machine (SVM). In [8], 3 types of 

models using consumption data are compared: neural 

network, logistic regression and discriminant analysis. 

Other works use the smart grid structure to identify frauds. 

Research [9] proposes the using of sensors and smart 

energy meters along the grid allowing the comparison of 

the energy fed-in and the energy officially consumed and 

charged from the clients. When it is a low voltage area, a 

classification model combining SVM and Decision Trees 

is applied to identify clients with high fraud potential. In 

[10], there is central energy meter able to monitor the 

energy fed-in to a certain number of clients, which is used 

for fraud identification. 

The project proposed on this paper uses measurements 

from smart energy meters available along the grid 

compared to data of energy charged from the clients to 

estimate non-technical losses. In low voltage areas with 

high non-technical losses, a model able to classify the 

clients from each area will be applied. The model uses 

SVM, its possible outputs are fraudster and non-fraudster 

and its inputs are energy consumption data, clients’ 
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registration data and socio-economic indices from the 

2010 Brazilian Census. 

METHODOLOGY 

The R&D project considers the installation of 6 smart 

energy meters along the grid. A specific feeder from 

SULGIPE’s grid was chosen as a pilot area. Figure 1 

presents the chosen feeder from Itabaianinha - SE, Brazil 

as well as the installation locations of the smart energy 

meters. Thus, with 6 smart energy meters, the feeder is 

divided into 6 areas (bounded by the red lines in the 

figure). The installation points were chosen in a way that 

each circuit area bounded by the meters has almost the 

same aggregate consumption. The energy measured from 

the smart energy meters is used to calculate the energy 

consumed in each area. 

 
Figure 1. Chosen feeder and installation locations of the 

smart energy meters. 

 

Figure 2 presents the fluxogram of the methodology that 

determines the areas with non-technical losses. Knowing 

the energy charged from the clients and the energy 

measured from the smart energy meters along the grid, it 

is possible to estimate the non-technical losses for each of 

the 6 areas. In an area without non-technical losses, the 

technical losses plus the energy charged from the clients 

should be equal to the energy consumed in the area 

(calculated with the energy measured from the smart 

energy meters). In case the energy measurements don’t 

match, it means there might be fraud in the area. For the 

fraudster regions, the classification model is applied, 

indicating the clients with high fraud probability, which 

should be inspected. 

Over the previous years, each inspection was registered 

with its results: fraud found or fraud not found, creating an 

inspection history. Thus, the classification model consists 

of a SVM trained by the inspection history made by the 

distribution utility. Its inputs (attributes) are energy 

consumption data, clients’ registration data and socio-

economic indices from the 2010 Brazilian Census of each 

client. 

 
Figure 2. Detection of areas with non-technical losses. 

Attributes of the classification model 

The attributes used are energy consumption data, clients’ 

registration data and socio-economic indices from the 

2010 Brazilian Census of each client. 

 

Socio-economic attributes 

The Brazilian Institute of Geography and Statistics (IBGE) 

is the main provider of data and information about the 

country. The data are grouped into censual sectors. A 

censual sector is a territorial unity defined for registration. 

It is composed of adjacent areas located in an urban or a 

rural area alone, with dimensions that are supposed to ease 

the data acquisition process [11].  

The censual sectors border data are available on IBGE’s 

site [12] like geographic coordinates in the shape of 

polygons. The results of the 2010 Brazilian Census are 

available on [13]. With these two sets of data in hands and 

the coordinates of each utility consumer, it is possible to 

know the socio-economic indices of each of them, 

considering the indices of the censual sector where it is 

located. Therefore, all clients in the same censual sector 

will have the same socio-economic indices, representing 

the situation of the region. In that way, the proposed 

classification model can identify a socio-economic pattern 

related to frauds. 

The 19 attributes from the 2010 Brazilian Census, initially 

considered, are presented in the first column in the Table 

1. The definitions of inadequate and semi-adequate 

domiciles are available on [11]. The terms used here for 

people’s color and race were translated directly from 

IBGE.  

Using the information about the clients, a logistic 

regression was used with data available from the historic 

of inspections made by Utility over the previous years. The 

attributes in which the result of the null hypothesis test was 

5% or more were eliminated. The attributes used in the 

classification model is the ones with “YES” in the second 

column from Table 1. 
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Table 1. Attributes extracted from the 2010 Brazilian 

Census. 
Attributes Used in the classification 

model 

Average number of people by 

domicile; 
YES 

Variance of the number of 
people by domicile; 

YES 

Average income of the head of 

the domicile; 
NO 

Variance of the income of the 
head of the domicile; 

NO 

Percentage of rented domiciles; YES 

Percentage of people who live 
in rented domiciles; 

YES 

Percentage of domiciles with 

water supply; 
YES 

Percentage of domiciles with 

private restroom and sewage 

treatment; 

YES 

Percentage of domiciles with 

waste collection; 
YES 

Percentage of inadequate 

domiciles; 
NO 

Percentage of semi-adequate 

domiciles; 
YES 

Percentage of white people; NO 

Percentage of black people; NO 

Percentage of yellow people; YES 

Percentage of multiracial 

people; 
YES 

Percentage of people living in 

inadequate domiciles; 
YES 

Percentage of people living in 

semi-adequate domiciles; 
NO 

Percentage of literate people 

aged 18 and over; and 
YES 

Percentage of people aged 10 

and over receiving one 

minimum wage or less. 

NO 

 

Attributes extracted from the monthly energy 

consumption and the clients’ registration data 

The following attributes were extracted from the clients’ 

registration data: 

i. Input power type (three-phase, two-phase and single-

phase, encoded as -1, 0 and +1, respectively); and 

ii. Energy meter type (electromechanical and electronic, 

encoded as -1 and 1, respectively). 

The following attributes refers to monthly energy 

consumption data of the last 12 months: 

i. Consumption coefficient of variation (standard 

deviation over mean); 

ii. Consumption standard deviation; 

iii. Average consumption of the sector; 

iv. Average consumption of the client over the average 

consumption of the census sector; 

v. Maximum of the absolute value of the first difference 

series of the last 12 months of consumption over the 

average consumption of the client, and; 

vi. Ratio between the modules of the coefficient of the 

first harmonic and the coefficient of index 0 of the 

Discrete Fourier Series of the last 12 months of 

consumption. 

The understanding of attributes i and ii is direct. Attribute 

iii is the mean of the consumption of all the clients of a 

census sector. Attribute iv is the ratio between the average 

consumption of a client over the last 12 months and the 

average consumption of its census sector over the same 

period. Attribute v comes from a difference series: given 

the 12 monthly consumption values, its first difference 

series is shown in (1) 

c(2)-c(1), c(3)-c(2), …c(12)-c(11), (1) 

where c(n) the energy consumption on month n, n = 1, 2, 

…, 12. 

It is possible to note that the first difference series has 11 

elements. Then, the absolute value is calculated for each 

element and the greatest is chosen, resulting in attribute v 

when divided by the average consumption of the client. In 

attribute vi, the coefficients of the Discrete Fourier Series 

are calculated, considering the consumption of the last 12 

months as a periodic signal. From this series, it is 

calculated the ratio between the modules of the coefficient 

of the first harmonic (with a period of 12 months) and the 

coefficient of index 0 (average consumption). This last 

attribute is used because of the energy consumption 

periodicity, once a domicile usually presents a repetitive 

consumption pattern over the period of a year. The 

periodicity is related to the seasons and the repetition of 

annual habits like travelling in the end of the year. 

The data used for model training are based on the historic 

of inspections made by the utility and, to obtain the 

attributes related to the consumption of a costumer 

inspected, it must be used the 12 months before the 

inspection. 

Classification Model 

To indicate which clients will be inspected, a classification 

model using a SVM is proposed. 

In possession of the socio-economic data from the 2010 

Brazilian Census, the clients’ registration data and the 

consumption data, the attributes are extracted, as showed 

in the ‘Attributes of the classification model’ Section, 

resulting in 20 attributes for each client (12 from the 

Census, 2 from registration and 6 related to consumption). 

Thus, each client has an attribute vector x, given as input 

to the SVM. 

x=[x1 x2⋯ xm⋯x20], (2) 

where xm the m-th attribute of the attribute vector of a 

client. 

The historic of inspection made by the utility is used for 

training and testing the model. An attribute vector x is 

generated for each visited client as well as its class: 

fraudster, when a fraud was found, and non-fraudster, 

when a fraud was not found. The model’s output is y, 

which is the probability of the client to belong to the 

fraudster class. 
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RESULTS 

Until now, in the R&D project, only the classification 

model was developed and tested. The identification of 

areas with non-technical losses using the smart energy 

meters along the grid will be implemented later in the 

project. 

The concept of cross-validation – k-fold method – was 

used to test the classification model. More details about the 

process are available on [14]. This method can find a result 

less dependent on the chosen test sample, once it is 

possible to calculate the average result of the m 

implemented tests and the its variance. 

Table 2 is the contingency table of the proposed model. It 

evaluates the outcomes relating the model’s output and the 

sample’s real condition. 

 

Table 2. Contingency table of the classification model. 

  Sample’s real condition 

  Fraudster Non-fraudster 

Model’s 

output 

Fraudster 
True Positive 

(TP) 
False Positive 

(FP) 

Non-fraudster 
False Negative 

(FN) 

True Negative 

(TN) 

 

Some indices are defined for the evaluation of the model’s 

performance. The Accuracy is defined as follows 

Accuracy=
TP+TN

TP+TN+FP+FN
  (3) 

The True Positive Ratio (TPR), also called sensitivity, is 

TPR=
TP

TP+FN
  (4) 

The False Positive Ratio is (FPR) is 

FPR=
FP

FP+TN
  (5) 

Finally, the Precision is 

Precision=
TP

TP+FP
  (6) 

The model’s output is the probability of a client to be 

fraudster, that is, a value between 0 and 1. A threshold 

must be chosen as a minimum value for the client to be 

considered fraudster. If the clients’ probability y is greater 

than it, then it is classified as fraudster. Choosing the 

threshold is not trivial and is a challenge for any binary 

classification problem. The Receiving Operating 

Characteristic (ROC) curve usually helps in this kind of 

problem. In this case, it is a TPR by FPR plot for many 

threshold values. In this type of curve, the greater its area 

or the closer it is to the vertical axis, the better is the model. 

A common reference of ROC curve is the diagonal, which 

represents a random model. More details about ROC 

curves are available on [15]. 

In order to train and test the model, the data set was 

balanced between fraudster and non-fraudster, that is, 50% 

of the samples are fraudster and 50% are not. Figure 3 to 

Figure 5 present the results of the cross-validation. The 

first chart, Figure 3, shows the Accuracy curve as function 

of the threshold and the Precision bars as function of a 

threshold range, that is, for each Precision bar, it was 

considered a threshold interval with minimum and 

maximum values in which the client would be fraudster. 

The second chart, Figure 4, presents the results of the 

model’s test in histograms of the clients in relation to the 

y value (model’s output); the blue are the fraudster clients 

and the orange are the non-fraudster; the brown bars 

represent the superposition of the two histograms. The 

third chart, Figure 5, presents the ROC curve of the 

proposed model; the diagonal is drawn just for reference 

(representing a random model). 

The result indicates that the classification model is able to 

detect the frauds, once the fraudster clients from the 

inspection history are concentrated on y values closer to 1 

and the non-fraudster are closer to 0 as seen on Figure 4. It 

is also confirmed by the ROC curve, Figure 5,which is 

always above the diagonal. 

 
Figure 3. Precision and Accuracy of the classification 

model by threshold. 

 
Figure 4. Normalized histograms of the samples used for 

test the model related to its output y. 

CONCLUSION 

This work proposes a model able to identify potential low 
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voltage fraudster clients by detecting areas with high non-

technical losses and then applying a classification model 

that indicates the fraudster clients. The inputs of the 

classification model are: regionalized socio-economic 

attributes from the 2010 Brazilian Census, attributes 

extracted from energy consumption and attributes 

extracted from the clients’ registration data. 

In order to detect the areas with non-technical losses, it is 

necessary to allocate smart energy meters along the grid to 

provide data to be compared to the energy charged from 

the clients. The installation of that meters is the first step 

towards a smart grid. 

According to data provided by SULGIPE, in 2015, frauds 

were found in just 54% of all the inspections made. 

Naming this percentage as inspection effectiveness index, 

it corresponds to the Precision (6) of a model that indicates 

the clients to be inspected. That is, a model that presents a 

high Precision percentage will provide to the utility a high 

inspection effectiveness index. As indicated by Fig. 5, the 

model proposed by this project can have an average 

inspection effectiveness index of 70%. However, previous 

experiences indicate that this theoretic effectiveness index 

is not verified in the real inspections. Commonly, the real 

effectiveness index is substantially lower than the theoretic 

one, mainly because of the crew’s capacity to detect 

frauds, the crew’s honesty in not accepting bribery and 

others aspects.  
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