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ABSTRACT 

This paper proposes a novel method for design and 

implementation of digital protection relays. In such 

approach, some functionalities of the relay, including 

protection functions, are implemented in reconfigurable 

hardware and executed in parallel using FPGAs. A 

protection relay was fully developed employing this 

technology. The parallel characteristic of this relay 

allows it to have a deterministic trip time that is 

unaffected by the number of enabled protection functions 

and secondary processes. The trip time of the IED 

developed was statistically benchmarked with relays 

available on the and the results evaluated. 

INTRODUCTION 

Due to its extent, Electrical Power Systems (EPS) are 
exposed to weather conditions and damaging events such 
as lightings, short-circuits and overloads. When the 
system undertakes a faulty condition, one must protect 
the system’s elements by isolating the local problem from 
the rest. The Protection System (PS), a set of 
philosophies and equipment for this purpose, performs 
this role. 
 
The protection relay is the central piece of a PS. This 
equipment has the following operating principle: It 
acquires electrical current and voltage, performs 
measurements, categorizes faults, and resolve on the 
opening of one or more circuit breakers in an abnormal 
situation of the EPS. The relays evolved along with the 
EPS. Figure 1 summarizes this evolution by presenting 
the relays technologies chronologically. The first 
technology applied to the design of relays was the 
electromechanical.  This was based on the movement of 
mechanical parts influenced by electric forces in the input 
circuit to produce the trip logic. The advent of the 
transistor allowed the development of solid-state 
protection relays in the 60s. Digital multifunction relays 
were the last technology to arise and is still in use. 
 

 
Figure 1: evolution of protection relays. 

In a digital relay, a microprocessor executes algorithms 
coded in software in order to carry out its functions. 
However, digital relays usually use only one 
microprocessor to manage several resources 
simultaneously and thus can have their performance 
affected negatively depending on the configuration of the 

equipment (multiple protection functions enabled). 
Besides that, another noteworthy characteristic of a 
system with multiple shared resources is the variation of 
the trip time of a protection function. A method or 
technology to guarantee a deterministic trip time in 
protection relays is necessary so that it becomes immune 
to secondary process and the configuration scenario. 
 
This paper offers a novel method for the design and 
implementation of digital multifunction protection relays. 
The applied FPGA technology allows the parallel 
execution of protections functions with a deterministic 
trip time. Using this technology it is possible to design 
digital protection relays that have deterministic trip time 
of the protection functions and immune to secondary 
process. This work presents the principles of a common 
digital relay. The FPGA technology and a digital relay 
based on it is exposed next. Finally, the paper presents a 
comparison among the FPGA based relay and two regular 
commercial ones. A relay test box was used to apply 
voltage and current signals on the relays in order to 
compare them.  The trip time of each equipment was 
measured and the average and standard deviation of the 
trip time was compared. 

The digital protection relay 

The current digital relay technology notably differ from 

the past technologies regarding the variety of resources 

available (Figure 2). In a single equipment is possible to 

allocate several kinds and instances of protection 

functions and secondary resources such as 

communication, control, measurements, logic equations 

and oscilographic records.  

 

 
Figure 2: logic construction of a digital multifunction protection 

relay. 

The component responsible for managing all this 

resources is the microprocessor (Figure 3). This element 
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executes sequentially commands coded in software. The 

processor needs to share its time in order to manage all 

resources simultaneously. Usually this is done by the 

operating system (OS). 

 

 
Figure 3:  physical construction of a digital multifunction 

protection relay. 

For mission critical applications like protection relays, 

the tasks in a processor must be executed in a known time 

so that the application it is intended for works properly. 

For this purpose, a Real-Time Operating System is used. 

This kind of SO has a pre-emptive characteristic that 

allows tasks to have different priorities in the execution 

by the processor. This guarantees that critical tasks, such 

as protection functions, have priority over non-critical 

tasks, like communication and local interfaces 

management. One can observe this principle in Figure 4 

where 3 tasks with different priorities are being executed 

simultaneously by only one processor. The priority order 

from higher to lower is: P3, P2 and P1. One can observe 

two situations that a pre-emption takes place: Task 2 pre-

empts Task 3 and Task 1 pre-empts Task 2. 

 

 
Figure 4: tasks sharing processor time 

The following section will cover the FPGAs technology. 

This technology allows to program logical circuits that 

are executed in parallel and thus can be applied to the 

design of a new kind of protection relay. 

THE FPGA TECHNOLOGY 

FPGA (Field-Programmable Gate Array), or a matrix of 

programmable gates is a programmable logic electronic 

device that allows the implementation of digital circuits. 

The general structure of a FPGA can be observed in 

Figure 5. One can notice the 4 basic components of a 

FPGA: Input/output blocks (green), interconnect 

resources (grey lines), logic blocks (red) and switches 

(white squares). 

 

The logic blocks are organized in a 2D matrix and the 

interconnect resources arrangement in horizontal and 

vertical lines create routing channels. The routing 

channels are composed of programmable wires and 

switches so that the logical blocks can be interconnected 

in several forms. The input/output blocks control the 

access to the physical pins of the FPGA. 

 

 
Figure 5: FPGA structure 

 

Each logical block of a FPGA typically has a small 

number of inputs and outputs. In a simpler form the 

logical blocks is composed of storage cells that 

implements a Lookup Table (LUTs) used to make simple 

logical functions. Each cell is capable of storing a logical 

value, 0 or 1. The stored value is produced as output of 

the storage cell. LUTs of several sizes can be created. 

The size depends on the number of inputs. 

 

The combination of the configuration of the logical 

blocks with the routing channels and input/output control 

gives the FPGA great flexibility. This allows the device 

to be programmed to implement any logical function. 

 

A hardware description language (HDL) configures 

FPGAs. The two main HDLs used for FPGA 

programming are Verilog HDL (Verilog) and the Very 

High Speed Integrated Circuits (VHISC) HDL (VHDL). 

Both languages allow the design of a hardware 

abstraction. 

 

The process of FPGA programming is as follows: A 

function is coded in VHDL. In the example of Figure 5 a 

MUX is implemented. In Figure 6a one can notice the 

MUX VHDL code. 
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           (a)                      (b)                          (c) 

Figure 6:FPGA development process (a) MUX coded in VHDL 

(b) high level representation of the MUX (c) synthetized MUX 

 

The FPGA manufacturers provide tools that analyse the 

VHDL code and infer high level constructs of the code. 

In the given example it is a MUX that is inferred (Figure 

6b). From the high-level model, the manufacturer tool 

performs the syntheses of the logical circuit producing a 

binary file that describes the allocation of resources 

inside the FPGA (Figure 6c). This file is loaded into the 

FPGA. The FPGA now performs the behaviour described 

in VHDL. It is possible to program the FPGA at any time 

so that it adopts a different behaviour. 

 

A protection relay based on FPGA technology 

This section presents the architecture of a protection relay 

that was designed using the FPGA technology (Figure 7). 

In this equipment, the analogic signals (currents and 

voltages) are conditioned so that their levels are 

compatible with Analogic/Digital Converters (ADCs). 

Each channel has an independent ADC implemented by 

delta-sigma modulators. The channels are isolated among 

them and from the rest of the system. The digital inputs 

are conditioned and insulated by optocouplers and then 

connected to the FPGA. All critical functions are 

implemented in VHDL: frequency tracking, phasor 

calculation, protection functions and trip logic. 

 

 
Figure 7: FPGA based protection relay architecture 

Digital signal processing algorithms calculate the 

frequency and phasors for each digitalized channel. The 

protection functions modules use as input the phasors and 

frequency for protection algorithms. The trip matrix 

concentrates the output of the protection functions and 

digital inputs so that these signals can be redirected for 

LEDs and digital outputs. 

 

A regular processor is also synthetized in FPGA. This 

processor executes software to perform non-critical tasks 

such as communication control, configuration, LCD 

display and buttons. 

 

In the purposed architecture, the trip time of the 

protection functions is deterministic due to the intrinsic 

parallelism of logic circuits synthetized in FPGA. 

Therefore, the performance of the protection functions is 

unaffected by the number of enabled protection functions 

and extern events as well. One can observe this concept 

in Figure 8. 

 

 
Figure 8: Tasks executed in parallel in FPGA 

Besides the deterministic characteristic and reduced trip 

times, this architecture provides enhanced reliability and 

protection against obsolescence. The enhanced reliability 

is achieved with the reduced number of electronic 

components, since the FPGA integrate great number of 

functions (processor, glue logic and analogic digital 

conversion). The code written in VHDL can be 

synthetized at any time in a newer model of FPGA, 

without major changes, protecting it against 

obsolescence. This aspect facilitate the extension of the 

solution in case of a bigger FPGA is needed. 

 

In this work, a Cyclone IV by Altera was used. This 

FPGA was connected to a printed circuit board that 

connect this element to ADCs solid state relays and 

digital inputs, composing a protection relay.  

 

Implementing protection functions in FPGA 

This section describes the modelling of protection 

functions for implementation in FPGA. This step required 

great knowledge about the protection functions and 

FPGAs programming with the VHDL language. This 

process is described in the following. 

 

One can describe a protection function as a state machine. 

State machines are a broadly used for hardware behaviour 

representation. A state machine is composed of states and 

the transition among these states depends on the current 

state and its inputs. This tool allows the modelling of 

protection functions before coding it in VHDL. This 

abstraction facilitates the development process. 

 

One can observe the modelling in state machines of the 
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overvoltage protection function in Figure 9. 

 

 
Figure 9: Simplified state machine of the overvoltage protection 

The states implemented were: 

 ST_CHECK_SYNC 

o If new phasor arrive, next state is 

ST_DECIDE_R_S, 

o Else, next state is ST_CHECK_SYNC; 

 ST_DECIDE_R_S 

o If phasor greater than or equal the 

pickup voltage parameter, next state is 

ST_DECIDE_OP 

o If phasor lower than pickup voltage 

parameter, next state is  

ST_DECIDE_RS 

 ST_DECIDE_OP 

o If t > trip time parameter, next state is 

ST_OP 

o Else, increment t. Next state is  

ST_CHECK_SYNC 

 ST_OP 

o Signal trip condition. Next state is 

ST_CHECK_SYNC. 

 ST_DECIDE_RS 

o If t > 0 decrements t. Next state is 

ST_CHECK_SYNC 

This approach was used in every protection function 

implemented in the designed protection relay before 

coding them in VHDL. It is important to notice that the 

change between states happens each clock period. 

COMPARATIVE PERFORMANCE TESTS 

This section presents comparative performance tests 

between the developed FPGA based relay and two 

commercial protection relays that were used as reference: 

Relay A and Relay B. A test box and a computer 

evaluated the performance of the three IEDs. The test box 

produced known current and voltage signals and 

measured the trip time of each equipment independently. 

The same signal was applied to all IEDs since they had 

their current and voltage inputs connected in series and 

parallel respectively with the test set analog outputs. The 

computer generated network traffic in order to stress the 

relays using the nping tool. One can notice the schema 

used in this test in Figure 10. 

 
Figure 10: test schema implemented 

Two test cases were implemented. In the first (Case 1), 

only the instantaneous overcurrent (PIOC 50) was 

enabled in the three relays and there was no network 

stress packages being generated by the computer. In the 

second (Case 2), a stress condition is simulated. In this 

stress condition the following protection functions, 

named according IEC 61850-5, were enabled in the three 

relays : PTOC 51 and 51N, PTUV 27, PTOV 59, PTOF 

81O, PTUF 81U, PFRC 81RC, RBRF 52BF, PDOP 32, 

PDIF 87, PTOV 51V, PTTR 49, PVPH 24, PDIS21, 

PUEX 40 and PPAM 78. Besides that, ping packages 

were generated in the computer and sent to each relay. 

The package generation rate was 1000 packages per 

second. For each case, the trip time of the PIOC 50 

protection function was collected 100 times so that the 

variation in this time can be observed. One can observe 

the results of this test in the following figures and tables. 

Figure 11 and 12 present the histogram of the samples of 

the trip time for Case 1 and 2, respectively. Table 1 and 2 

summarizes the tests by presenting the average and 

standard deviation of the trip time for Case 1 and 2, 

respectively. 

 

 
Figure 11: Case 1 trip time histogram 

Table 1: Case 1 trip time average and standard deviation 

 Trip Time (ms) 

 FPGA Relay Relay A Relay B 

Average 19.93 28.11 19.65 

Std. Deviation 0.31 4.79 1.21 
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Figure 12: Case 2 trip time histogram 

Table 2: Case 2 trip time average and standard deviation 

 Trip Time (ms) 

 FPGA Relay Relay A Relay B 

Average 20.09 29.05 20.12 

Std. Deviation 0.31 4.73 1.20 

 

One can notice that the FPGA based relay had lowest 

variation in the trip time being approximately 0.31 ms in 

both cases. The average trip time had a 0.16 ms variation 

from Case 1 to Case 2. For Case 1 Relay A and Relay B 

presented a greater variation in trip time being 4.7 and 1.2 

respectively. With the stress situation, the average trip 

time changed. For Case 1 and 2, Relay A presented an 

average trip time of 28.11 ms and 29.05 ms respectively, 

that is a variation of 0.94ms. For Case 1 and 2, Relay B 

presented an average trip time of 19.65 ms and 20.12 ms 

respectively, that is a variation of 0.47 ms. The results 

emphasize the influence of the stress situation in the 

average trip time as well as the deterministic 

characteristic of the FPGA relay. 

CONCLUSION 

This paper presented an implementation of a protection 

relay based on the FPGA technology. It exposed 

constructive aspects of a traditional digital multifunction 

protection relay. The way that this device executes its 

tasks was exposed, with the processor time being shared 

between the tasks according with their priorities. The 

FPGA technology and the architecture of a protection 

relay based on this technology were exposed. The 

modeling of protection functions with state machines was 

presented. 

 

Comparative performance tests between the developed 

relay and two commercial reference relays were 

performed. The testes demonstrated that the developed 

relay has a superior trip time characteristic since it 

presents a lower variation, characteristic intrinsic of 

FPGAs. Also was observed that the relay does not have a 

drop in the performance in a stress scenario. 
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