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ABSTRACT 

Power grid is one of the society’s most critical 

infrastructure and outages in the power grid can paralyze 

the vital functions of the society already in a couple of 

hours. Outages cause disadvantage to DSOs and their 

customers.  

 

In this paper is researched how managing situation 

awareness (SA) can be developed in power distribution 

grid outages. Managing SA enables a fast recovery from 

the disturbance, minimizing the unwanted impacts of 

major disturbances, efficient management of the 

disturbance and delivering information to the 

stakeholders. SA is required for decision-making in a 

dynamic environment. Forming SA requires a system that 

combines, analyzes and shares the situation related 

information from different sources. In this paper 

managing SA is divided into managing DSO’s internal SA 

and stakeholders’ SA. 

 

The aim of this paper is to research the development 

needs of SA management and to determine the target 

state of SA management. An essential part of the research 

was interviewing the DSO (Elenia) and its stakeholders 

to determine the development needs. 

INTRODUCTION 

Power grid disruptions have proved the society’s 
vulnerability and its dependency on electricity. Especially 
long lasting and/or widespread disturbances cause 
problems to the vital functions of society. In Finland 
natural phenomena cause majority of the unplanned 
outage duration. Wind, storm and snow loads cause major 
disturbances to the power distribution grid and in the 
worst cases the outages can last several days, even weeks. 
 
To minimize power grid disturbances, Finnish legislation 
obligates distribution system operators (DSOs) to pay a 
legal compensation to their customers for interruptions 
over 12 hours. In addition the outages have an impact on 
the DSO’s financial performance via the regulatory 
outage cost that affects the DSO’s reasonable rate of 
return. In 2011 Finnish DSOs paid nearly 30 million 
euros legal compensations to their customers due to two 
strong storms. 
 
This paper is based on a M.Sc thesis that was done to a 
Finnish DSO Elenia Oy. Elenia operates in one hundred 
municipalities and serves 412 000 customers. 
 

Elenia’s network is mostly located in rural areas and 
consist of 1 072 km of 110 kV lines, 140 pcs of 110/20 
kV primary substations, 23 249 km of 20 kV lines, 
22 837 pcs of 20/0.4 kV distribution substations and 
40 875 km of 0.4 kV lines. Out of the total 20 kV 
medium voltage lines 18.7 % is constructed as 
underground cables. Majority of the network is overhead 
lines that are exposed for natural phenomena. Elenia’s 
network is highly automatized with over 3 500 remotely 
operated disconnectors and breakers in addition to the 
remotely operated primary substations. Outage 
management is centralized and fault repairing is handled 
by multiple partnership companies.   
 

SITUATION AWARENESS 

Decision-making in dynamic situations requires situation 

awareness (SA). According to Mica Endsley, situation 

awareness is “the perception of the elements in the 

environment within a volume of time and space, the 

comprehension of the meaning, and the projection of 

their status in the near future” [1]. Endsley has created a 

theoretical model of SA. In the model forming the SA has 

been divided into three different levels. First level forms 

the basis of SA and requires the perception of the 

elements in current situation. The second level SA means 

the comprehension of the current situation. It goes 

beyond simply being aware of the situation to 

understanding the significance of different objects and 

events and forming a holistic picture of the environment. 

The information is also compared with the decision-

maker’s goals. The third and highest level of SA means 

the ability to project the future status of the situation. 

Third level SA is based on both level 1 and level 2 SA. 

[1] 

 

Dynamic decision-making process begins with forming 

the 3-step SA based on the state of the environment. 

When the SA is achieved decisions can be made. 

Decisions are followed by the performance of needed 

actions. The actions affect to the state of the environment 

so SA needs to be updated. Thus SA is not stable but 

constantly changing and developing state. [1] 

 

In power distribution grid disturbances SA is needed for 

managing the different sectors of the situation e.g. 

resources, fault-repairing, stakeholder communications 

and high level management of the overall situation. 

Power grid disturbances are highly dynamic situation and 

require real-time information for maintaining the SA up 
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to date. 

DSO’S SITUATION AWARENESS 

Decision-making in power distribution grid disturbances 

requires dynamic process data of the state of the network, 

outages, fault locations, resources, customers without 

electricity and the weather conditions. That data is 

gathered together, analysed and presented in common 

operational picture. This includes different ICT-systems, 

e.g. a supervisory control and data acquisition (SCADA), 

a distribution management system (DMS) and an outage 

map, and situation related meetings, news and manually 

gathered information. A common operative picture 

(COP) provides necessary information for forming a SA 

which leads to decisions and actions that affect the state 

of the environment and thus the process data. So the SA 

needs to be maintained up-to-date. 

 

DMS is important for managing SA inside the DSO since 

it includes all the information about network and its state 

and fault management. It gets dynamic data from 

SCADA, automatic meter reading -system, customer and 

authority reports, helicopter inspections and contractors. 

Contractors use the DMS as well and emergency services 

departmenst have a restricted view of the DMS map. 

 

In Finland many DSOs have a public outage map that 

delivers real-time outage information to DSO’s customers 

and other stakeholders. Customers can also use a 

sms/email-service that sends a message to the customers 

when the outage starts and ends informing about the 

estimated fault repairing time.  

DEVELOPMENT NEEDS OF MANAGING SA 

The development needs presented in this chapter were 

researched by 34 interviews. Interviewees were personnel 

from both DSO (Elenia Oy) and its stakeholders. 

DSO’s SA 

Power distribution grid disturbances are dynamic 

situations and thus require a lot of real-time data for 

forming and maintaining  a high level SA. To present the 

real-time data, a common operational picture needs to be 

formed by information systems rather than manually. At 

the moment the DMS creates a real-time COP but in 

addition to that more real-time data is needed. Many 

people from DSO’s major disturbance organisation use a 

lot of time to manually search data from ICT systems’ 

databases and to analyze the gathered data. Manually 

seached data includes e.g. the amount of faults and 

resources at different parts of the DSO’s operating area 

and the development of those quantities over time. 

Manually gathered data is not optimal for a dynamic 

decision-making process since the situation developes 

rapidly. Forming the COP by ICT systems would provide 

up-to-date data and enable more complex ways to analyze 

and visualize the information. 

 

DMS provides very detailed information for the network 

operators’ needs. However, there is a need also for an 

upper level information of the disturbance to get a bigger 

picture of the situation. Understanding the situation as a 

whole is important for forming SA and managing the 

disturbance. 

 

Fault prioritizing has a major impact on the disadvantage 

caused by the disturbance. In major disturbances there 

might be dozens of simultaneous outages that need to be 

put in the optimal order to minimize the disadvantage 

caused to the DSO, its customers and the society. At the 

moment the DMS has several tools for prioritizing the 

disruptions. In a list form each outage can be coloured by 

its duration. They can also be put in order by different 

parameters but there might be problems with the 

reliability after complicated switching. Critical customers 

can be visualized on the DMS map but not in real-time. 

At the moment fault prioritizing is mostly based on 

operator’s knowledge about the operating area: where are 

population centres and critical customers. In major 

disturbances manually prioritizing the faults becomes 

more and more challenging as the amount of the faults 

grows. To minimize the operational expenses and to ease 

operator’s decision-making, the optimal fault repairing 

order should be determined by DMS. The prioritizing 

should be based on reliable real-time data of at least 

regulatory outage costs, critical customers and their 

criticality levels and the legislative maximum duration of 

outage caused by storms or snow loads (6 hours for city 

plan areas and 36 hours for other areas). The regulatory 

outage costs represent the computationally defined 

disadvantage that outage causes to the customers. It 

depends on the duration of the outage and the electricity 

consumption of each customer. So prioritizing outage 

costs means prioritizing faults that cause most 

disadvantage to the customers and where electricity is 

consumed the most. In addition to defining the optimal 

fault repairing order it should also be visualized on the 

DMS map to get a bigger picture. Also a separate 

notification for very critical outages, e.g. substation 

faults, is needed. That would ensure that the operator 

reacts to those faults immediately. 

 

DSO’s face challenges managing fault repairing 

resources in major disturbances. There might be several 

hundred contractors on the field simultaneously and they 

should be led optimally at the operating area so that the 

amount of contactors responds to the workload. Also they 

should be led from fault location to another in optimal 

way observing the priority of the fault, the transition and 

locations of the other workgroups and their estimated 

fault repairing times. However there is no way to follow 

the workload or the amount of resources at different parts 

of the operating area. Thus it is challenging to get the 

right amount of workgroups in the different areas. In 
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addition maintaining the locations of the contactors 

includes a lot of manual work which is error-prone and 

inefficient. Contractors are not visualized on the DMS 

map so leading them optimally is difficult. That prolongs 

the fault repairing process and increases operative 

expenses to DSO. 

 

The information gathered from the field is important 

especially in disturbances caused by natural phenomena. 

The information about the exact location of the fault, the 

type of the fault and the needed material and equipment 

for fault repairing can be gathered by helicopter 

inspections or notifications from contractors and 

customers. That information can save a lot of time in 

fault repairing since locating the fault won’t take any 

time and the workgroup can be instructed to take with the 

needed material and equipment. Helicopter instruction 

are a quick way to get a lot of data from the field but they 

are possible only after the storm is gone and they are very 

expensive. Going through the customer reports and 

adding the information to DMS takes a lot of time and 

manual work so that some of the information might 

remain unutilized. In major disturbances when the 

operators’ workload is at its highest they cannot receive 

all the information from the contractors by phone. 

Contractors have valuable detailed information of the 

faults and the estimated fault repairing time but at the 

busiest time there is no easy way to transmit the 

information to the DSO. 

 

DMS enables defining only one estimated fault repairing 

time for each outage. There could be several fault 

locations in one disconnected area in which case the 

electricity won’t be restored to the customers at the same 

time but step by step. So the estimated electricity 

restoration time should be defined for each part of the 

network between two switches so that the estimation can 

respond to the reality. 

 

The operative expenses caused by the outages should be 

estimated during the disturbance. DSOs have inadequate 

tools for calculating the regulatory outage costs, legal 

compensations or fault repairing cost in real-time. That 

information is important in the decision-making of the 

company’s management. 

 

DSO’s stakeholders’ need for DSO’s SA 

Emergency service departments have a remote access to 

the DSO’s DMS system but it is separate to other 

situation related information e.g. the estimated fault 

repairing times. In addition to the DMS view the rescue 

department needs to know the critical customers having 

an outage and their exact outage information. They make 

decisions e.g. about evacuating people so they need to 

have the best estimation of the fault repairing time for 

each critical customer.  The DMS view gives important 

information about the exact geographical areas without 

power.  

 

Municipalities need to get estimations of the fault 

repairing time in its own premises, like schools and 

hospitals so that they can perform needed actions and 

inform the citizens about the disruptions in municipality’s 

services. Municipalities receive that information via 

sms/email-service but when the amount of the electricity 

consumpiton sites is high it is difficult to manage all the 

messages. Outage map has all the outage information but 

looking at the individual outages one by one is not 

efficient and does not give a good general picture since 

user’s sites are not emphasized from the big mass of 

information. 

 

After recent major disturbances improving the co-

operation of DSOs and telecommunication operators has 

been discussed. Telecommuniation operators have the 

same challenges than municipalities with the sms-service 

and the outage map. Also the high amount of connection 

points makes it challenging to manage the outage 

information. In major outages there might be hudreds of 

telecommunication operator’s connection points without 

electricity and the amount of reserve power is restricted. 

Thus the areas where the fault repairing is estimated to 

last longest should be visualized on a map as well as 

user’s outages to see where the reserve power is most 

needed. The information would be best utilized if the 

telecommunication operators got it in their own ICT 

systems which they use to control their own processes. 

The estimations of the fault repairing time should be as 

good as possible and maintained up to date. 

 

Fingrid is finnish nation-wide electricy trasmission 

system operator. Fingrid has some substations that get 

their power from the distribution grid. Power distribution 

grid disturbances can thus affect to the transmission grid 

so it is important to have a secured connection between 

the control rooms of Fingrid and the DSOs. It is also 

necessary for Fingrid to get the real-time states of the 

DSOs’ switches at the connection points of the 

distribution and transmission grids. Correspondenly 

DSOs could get a real-time information from Fingrid. 

That way they could immediately see in which grid the 

disturbance is. 

 

Finnish communication regulatory authority founded a 

working group for improving the co-operation of  

different actors in disturbances. The working group 

includes telecommunication operators, DSOs, 

contractors, energy authority, Finnish meteorologial 

istitute, National emergency supply agency, ERC 

administration and the deparment for rescue services. The 

working group started to function in 2013 and some 

concrete goals have been achieved already. Every DSO 

and telecommunication operator have exchanged their 

control room’s contact informations with each other. 

Another significant achievement is that the 
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telecommunication operators determined their 4 500 most 

critical sites out of the 30 000 sites and delivered the 

information to DSOs. DSOs can utilize that information 

in outage management. 

DETERMINATION OF MANAGING SA 

In this chapter the target state of SA management is 

determined based on the development needs presented in 

the previous chapter.  

 
Figure 1. ICT-systems used in management of SA inside 

and outside DSO. 

 

All disturbance related information cannot be presented 

in DMS. As a result a SA system is determined. Together 

the SA system and DMS will provide the information 

needed for the high level SA. 

 

SA system includes a general picture for upper level 

information, a common operational picture (COP) 

presenting more exact information for both DSO and the 

stakeholders and disturbance reports for understanding 

how the situation has developed. Most of the information 

comes automatically from DSO’s ICT systems to provide 

real-time information for dynamic decision-making. 

 

A general overview gives a quick picture of the situation. 

It does not include exact information about individual 

outages but summaries of the significant information at 

different parts of the DSO’s operating area. The key 

features that shows the performance of the DSO can be 

presented with meters. They can be e.g. DSO’s service 

level, the percentage of answered trouble calls, SAIDI, 

outage costs, the legal maximum outage duration and 

operators’ workload. With graphs the amount of 

customers without electricity, the amount of medium and 

low voltage faults and the amount of resources can be 

presented. With a quick look the decision-maker has an 

understanding what is happening and which section needs 

more actions. It would also include a projection of the 

disturbance. The system could calculate the projection of 

how the amount of the customers without electricity, the 

amount of faults and DSO’s operational costs will 

develop if the resources available are used and the 

existing faults are repaired in the determined order and at 

the estimated time. The development of the amount of 

resources could be projected with historical data. Thus 

also a need of resources can be projected. A more 

accurate projection can be calculated by utilizing also the 

weather forecast data to estimate the amount of new 

faults.  

 

There is also a need for map-based upper level 

information for especially to manage the resources. An 

example of the map-based general picture is shown in 

figure 2. 

 

 
Figure 2. A general picture shows quickly the areas 

where more resources are needed and from which areas 

they could be transferred. The table is for more exact 

information. (Picture is for illustrative purposes, not 

actual product). 

 

The map could visualize e.g. the amount of resources and 

faults, the need of resources and the worst areas where 

the fault repairing is estimated to last longest. 

 

A COP would give more detailed geographical 

information about network, outages, faults, fault repairing 

order, resources, critical customers, telecommunication 

network disturbances and road closures. It would be easy 

to follow the development of the situation in smaller 

areas. It could be used inside DSO and also delivered to 

the stakeholders. Stakeholders’ COP could be edited as 

user-specific from the DSO’s COP that includes all the 

information. Rescue services would get a view with 
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critical customers’ outage information and network 

status. Critical customers including telecommunication 

operators and municipalities would get a picture of their 

own sites’ outage information. In addition to individual 

outage information there could be visualizations of the 

outage areas by the estimated repairing time or the 

duration of the outage. Than would make it easier for the 

stakeholders to make decisions about which sites need the 

reserve power most. In addition to COP deliver by a 

system there should be a possibility for the stakeholder to 

add the same information to its own systems by using an 

interface. 

 

The disturbance reports would include all the information 

about the disturbance and how it has developed to 

understand the history of the events which is important 

for the SA. It would include the development of all the 

key features and estimated expenses that could be 

calculated in DMS. All the information could be 

compared with the previous disturbances. 

 

DMS plays an important role in forming the SA inside 

DSO. It can be developed to produce a more 

comprehensive picture for high level SA. The data should 

be exact and analyzed and the visualization should 

emphasize more the important KPI’s (key performance 

indicators). 

 

DMS could be developed to form a real-time fault 

repairing order. There are several things that affect to the 

priority of a fault. However the importance of each of 

them can vary dynamically during the disturbance. The 

user could be able to dynamically determine the weight 

of every parameter. The most important thing for the 

prioritizing are regulatory outage costs, critical customers 

and their criticality level, the legal maximum duration of 

the outage and the legal compensations. Also the faults 

that cause an electrical safety risk must be prioritized. 

The priority should also be visualized so that the operator 

could easily see where are the most critical disruptions. 

The prioritizing could also be extended to isolated line 

segments to see where the most optimal area to start the 

fault repairing is. Repairing one segment can totally 

change the priority of the fault. 

 

DMS could be developed to improve the resource 

management. The contractor contact information and 

locations should be maintained only in DMS and they 

should be linked to the faults. The manual work would be 

then minimized. The locations would also be visualized 

to make the resource management easier and to get better 

picture of the resources as a whole. It would also improve 

the contractors SA. 

 

The estimated fault repairing time should be determined 

for every isolated line segment instead of the whole 

feeder. That way the estimation could be more accurate 

and respond to the real situation. Determining the 

estimations manually in major disturbances would be 

then even a bigger workload than now. Thus it should be 

automatized so that the DMS would calculate the first 

estimation to every segment before the workgroup is sent 

there and after that the workgroup would update the 

estimated fault repairing time using a mobile application. 

The calculations could be based on the real-time 

information about fault priorities, the amount of faults 

and resources in that area and the type of the fault if it is 

known. A better quality of estimations would improve the 

SA of the DSO and especially the SA of its stakeholders. 

 

A DMS mobile application would improve the SA of the 

contractors repairing faults on the field and also improve 

the COP produced by DMS. The application would offer 

the network and outage information from the DMS 

replacing the unpractical paper maps. The contractor 

would get information about the type of the faulted 

network and the material needed. The application could 

also include information about road closures and 

telecommunication network disturbances. Along with that 

the application could be used to add fault information 

straight into the DMS.  

SUMMARY 

Improving the management of SA in power distribution 

grid disturbances brings many advantages to DSOs, their 

customers and the function of the society. Developing the 

ICT-systems and the major power disruption 

management process would optimize the management of 

the disturbance by minimizing the operational expenses 

caused to DSOs and the disadvantage the outages cause 

to the customers. It also improves the DSO’s co-

operation with its stakeholders and thus secures the vital 

functions of the society. For example improving the fault 

prioritizing as presented in this paper could mean saving 

millions of euros in outage costs in one major disturbance 

compared to the current prioritizing methods. 
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